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Priority % Revised Actual Over/
Budgeted of Budgeted Hours (Under) Variance Completion 8/31/04

Audit Areas  Hours Total  Hours 38,230 Rev. Bud. % Green - Yes; Red - No
Key Financial and Operating 

System-wide Audits
Sarbanes-Oxley & Internal Controls Assessmena1 1,000 600 292 (308) -51% Completed - Ongoing
Accounts Receivable and Allowance for Bad Debts1 225 225 247 22 10% Completed - Results reported by PWC

Financial Audits
Financial Data Accumulation & Financial Reporting Interfaces1 550 100 93 (7) -7% Completed - Results reported by PWC
Post Implementation Review Clinical Cash Collections Processad 467 775 980 205 26% Completed
Construction Project Management/Capital Projects 400 100 51 (49) -49% CO-SOURCE  -  Reporting
MSRDP Review1 300 0 0 0 Obtained coverage through projects with Note 1
Family Practice Residency Programs 200 200 208 8 4% Completed

Financial Consulting
PeopleSoft - Operational2 700 100 36 (64) -64% Management outsourced project - will participate as

needed
Financial Statement - Fund Balance 0 400 412 12 3% Completed
Consulting/Collaboration 0 50 30 (20) -40% Completed

Financial Carryforward
PeopleSoft - Operationa2 100 100 282 182 182% Completed
Service Centers Review - Telecommunicationsb 0 200 387 187 94% Completed
ARP/ATP Grantsc 0 114 114 0 0% Completed
     Subtotal 3,942 27% 2,964 3,132 168 6%

Institutional Compliance 
System-wide Audits

Endowments 300 400 697 297 74% Completed
Compliance Program Audits

Research Office of Sponsored Programs 850 850 1,138 288 34% Completed
Workers' Compensation Insurance Resource Allocation Programd 200 0 2 2 NA Audit not required, as mgmt. originally thought

Compliance Consulting
Health Insurance Portability & Accountability Act (HIPAA) - Operational2 100 100 40 (60) -60% Ongoing

Reserve for Just-in-Time Auditing/Advisory Servicesb 200 0 0 0 NA Budget was reallocated to another project.  See note b

Compliance Carryforward
Patient Billing-Credit Balancesc 0 26 35 9 Completed
     Subtotal 1,650 11% 1,376 1,912 536 39%

Information Technology 
System-wide Audits & IT Audits

IT Vulnerability Assurance Audit and Action Plan Follow-up 50 50 21 (29) -58% Completed - See IT Follow-up Issues
TAC 202 Information Security Audit 50 50 22 (28) -56% Completed

Information Technology Audits
Decentralized IT Operations Audits 750 750 811 61 8% Completed
Server Reviews 700 700 819 119 17% Completed
Remote Access & Perimeter Defense (Firewall) 350 350 6 (344) -98% To be completed by DIR in 11/04
Follow-up Activities3 300 300 477 177 59% Ongoing
Integration of IT Auditors on General Audits 100 100 0 (100) -100% Ongoing/As-Needed
Software License Agreements 0 200 0 (200) -100% Completed - Incorporated in IT Operations & Server 

Reviews
Information Technology Consulting

Electronic Medical Record System (EMR) - Information Technology3 150 150 0 (150) -100% Mgmt. timing of proj delayed - will partic. as needed
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HIPAA - Information Technology3 50 50 26 (24) -48% Ongoing/As-Needed
Information Services Infrastructure Projects - Phase III 50 50 0 (50) -100% Ongoing/As-Needed
Institutional Business Assurance/ACL Initiative3 50 50 6 (44) -88% Ongoing/As-Needed
Consulting/Collaboration 0 20 22 2 10%
Reserve for Just-in-Time Auditing/Advisory Services - TBA 150 150 0 (150) -100% Staff time not available

Information Technology Carryforward
PeopleSoft - Information Technology3 50 50 228 178 356% Completed
Information Services Infrastructure Projects - Phase II 10 10 25 15 150% Completed
     Subtotal 2,810 19% 3,030 2,463 (567) -19%

Core Business Processes
System-wide Audits

Physical Security Initiative 200 200 68 (132) -66% In progress
Performance Measures 100 100 0 (100) -100% Project deleted by UT system

Core Business Processes Audits
ClinWeb Charge Capture and Processing1 600 100 54 (46) -46% Will begin in 4th quarter and carry-over to FY05
Hospital/Clinical Operations Revenue Enhancement/Cycle 400 0 4 4 Hospital management outsourced to E&Y
501a Audits/Projects - Clinic Staffing Office 300 300 333 33 11% Completed

Core Business Consulting
Electronic Medical Record Design and Implementation Initiative2 250 80 1 (79) -99% Mgmt. timing of proj delayed - will partic. as needed
Reserve for Just-in-Time Auditing/Advisory Servicesc 300 0 0 0 NA Budget was reallocated to other projects.  See note c.

Core Business Carryforward
Research Time & Effort Reportingc 0 38 38 0 Completed
     Subtotal 2,150 15% 818 498 (320) -39%

Management Reviews
Management Reviews

Specific Areas - Neurology 600 400 717 317 79% Completed
Management Reviews Carryforward 0

School of Nursingc 0 38 38 0 Completed
Office of Student Affairsc 0 74 73 (1) Completed
     Subtotal 600 4% 512 828 316 62%

Follow-up
Follow-up Activities 2 400 400 453 53 13% Ongoing

     Subtotal 400 3% 400 453 53 13%

Projects
Consulting Projects

Internal Control & Accountability/Training Phase II 300 300 286 (14) -5% Completed/Ongoing
Institutional Business Assurance/ACL Initiative2 200 200 110 (90) -45% Ongoing

Projects Carryforward
Biocommunications Service Center Reviewc 10 75 65 650% Completed

Other Projects
Investigations4 700 200 21 (179) -90% Ongoing/As-Needed
Internal Quality Assurance Activities4 250 250 122 (128) -51% Ongoing
Peer Review Preparation4 200 200 240 40 20% Completed
Office/Audit Manual Revision4 150 150 458 308 205% Completed
Service Delivery Support Activities4 800 800 1,118 318 40% Ongoing
Institutional Risk Assessment and Work Plan Development4 250 250 422 172 69% Completed
Liaison with External Auditors4 100 100 92 (8) -8% Ongoing
Audit Services' Web Site Upgrade4 100 100 11 (89) -89% Not completed
     Subtotal 3,050 21% 2,560 2,955 395 15%

Total Hours 14,602 100% 11,660 12,241
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Notes
1Satisfies UT System requirement for MSRDP audits

4Inculdes time for general audit and IT audit personne

aWe reduced the original budget for this project based on our anticipated 
reduction in the scope of this project.  The hours were reallocated to the 
Clinical Cash Collections Project to fund a portion of the hours we added to the 
budget of that project.
bThis carryforward project was added to our priority audit listing to account for 
resources we expended on this endeavor fiscal year to date.  The net effect of 
this addition on our priority budgeted hours was zero, since we reallocated 
hours that were already on our listing under the caption “Reserve for Just in 
Time Auditing/Advisory Services" to fund this new line item.
cThese carryforward projects were added to our priority audit listing to account 
for resources we expended on these endeavors fiscal year to date.  The net 
effect of these additions on our priority budgeted hours was zero, since we 
reallocated hours that were already on our listing under the caption “Reserve for
Just in Time Auditing/Advisory Services" to fund these new line items.
dAccording to feedback received from the UT System Audit Office, this review 
is no longer required.  We reallocated the 200 hours originally budgeted for this 
project to Clinical Cash Collections Project. 

2Additional hours for this audit/project are included for Information Technology (IT) audit personnel in 
the IT segment of the work plan
3Additional hours for this audit/project are included for non-IT audit personnel in other segments of the 

k l
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II.  External Quality Assurance  Review 





 





Report No. Report Date Name of Report High-Level Audit Objective(s)  Observations/ Findings and Recommendations 
 
 
  

Current Status (with 
brief description if 
not yet 
implemented) 
 

Fiscal Impact/ 
Other Impact 

2004-102 
 

7/27/2004 Research Office
of Sponsored 
Programs 

 The objective of this audit was 
to assess the controls over 
processes for ensuring 
compliance with applicable 
federal laws, regulations, and 
grant and contract provisions. 

 

 
 

Management did not provide adequate oversight 
to ensure compliance with applicable federal 
laws, regulations and grant and contract 
provisions.  Specifically, we noted the following:  

 Adequate systems were not in place to 
ensure compliance, 

 Controls were not sufficient to ensure 
that subrecipients, matching costs, and 
program income were monitored, 

 Cash draws were not requested and 
posted timely, and 

 Federal reports were not submitted 
timely.  

 
Recommendation:  Audit Services recommended 
that management provide adequate oversight 
over key processes to ensure: 

 Current systems are improved to ensure 
compliance with grant and contract 
provisions, 

 Controls are developed and 
implemented to provide for appropriate 
monitoring of grant activity, 

 Controls are developed and 
implemented to ensure that cash draws 
are made and allocated timely,  and  

 Federal reports are submitted timely. 
 

 
 
 
 
 
 

In progress 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

Ensure 
compliance with 
federal 
regulations. 
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Report No. Report Date Name of Report High-Level Audit Objective(s)  Observations/ Findings and Recommendations 
 
 
  

Current Status (with 
brief description if 
not yet 
implemented) 
 

Fiscal Impact/ 
Other Impact 

2004-201 7/15/2004  Surgery
Decentralized 
Information 
Technology 
Operations  

The objective of this audit is to 
determine if the following is 
being performed in compliance 
with UTMB Information 
Resource Policies and Practice 
Standards for the selected 
areas that will be reviewed: 
• Existing system security 
parameters are configured 
appropriately. 
• System is configured to 
prevent unauthorized access to 
critical application, data and 
system resources. 
• Adequate controls are place 
over the configuration of user 
profiles. 
• System level security is 
configured to protect critical 
data files and to protect 
production programs. 
• Security events are logged 
and monitored. 
• Backup and Recovery 
Procedures exist and address 
the risk of the area supported.
• Physical and Logical Access 
to the computer resources is 
appropriate. 
• Environmental Conditions 
surrounding the servers are 
controlled. 
• Staffing, Training, and 
Separations of Responsibilities 
are appropriateness. 
• Change Management 
operations represent a proper 
control environment. 
 

Due to the nature of the information that is 
contained in this Information Technology Audit 
report, we have elected to provide the details of 
the report to appropriate parties when requested.
 

In Progress Minimizes the risk 
of business 
interruptions. 
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